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1 Executive summary

The deliverable D2.3 "Serverless Compute Engine Reference Implementation" aims to present the �-
nal design and reference implementation of the CloudButton toolkit. It also includes the performance
evaluation study on the data and experiments from the different use cases.

This deliverable is complemented by the public github repositories produced in the project. In
particular, we outline here the following ones:

• Lithops ( https://github.com/lithops-cloud/lithops )

• Crucial ( https://github.com/crucial-project/crucial )

• Faasm (https://github.com/faasm/faasm )

• Serverless Metabolomics Use Case (https://github.com/metaspace2020/Lithops-METASPACE )

• Serverless Geospatial Use Case (https://github.com/cloudbutton/geospatial-usecase )

• Serverless Genomics Use Case (https://gitlab1.bioss.ac.uk/lmarcello/serverless_genomics/
-/tree/main/variant_caller )

Lithops, Crucial and FaasM are the three core contributions of the CloudButton toolkit. Focusing
on exploitation and production ready environments, Lithops is the major technical achievement of
the project. It is a Serverless Data Analytics platform used today in production in EMBL (METAS-
PACE), IBM, Hutton and many other locations.

In the cloudbutton.eu web site we also offer the �nal reference implementation of all software
components. It also includes tutorials to facilitate the adoption of the platform by third-party devel-
opers.

This document is structured as follows. Section 2 provides a brief introduction to the deliverable.
Section 3 presents the project vision and an analysis of Serverless Analytics State of the Art. In Section
4, we present our re�ections on several paths to achieve transparency in disaggregated systems.
Section 5 describes the project Architecture and main building blocks. Sections 6-8 are devoted to the
description of the use cases. Finally, Section 9 contains the conclusions of this document.
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2 Introduction

The CloudButton project started in January 2019 and it �nished in June 2022. CloudButton aimed to
create a novel Serverless Dara Analytics Platform that could bene�t from the promising services of
the emerging serverless computing paradigm.

In particular, serverless, fully-managed experience could contribute to simplify the deployment
of Big Data analytics pipelines in the Cloud. Our major aim was to considerably simplify Big Data
computing in the Cloud thanks to serverless technologies. As starting point, we were inspired by the
seminal paper by Jonas et al. [1], where it was stated the following enlightening phrase: “Why is there
no cloud button?”The authors outlined how their students from Berkeley simply wished they could
easily push a button and have their code — existing, optimized, single-machine code — running on
the cloud".

After three years, we are proud to say that we have realized the CloudButton vision, presenting
and validating the vision of transparency [2] [3]. We de�ned transparency as “running unmodi�ed
single-machine code over effectively unlimited compute, storage, and memory resources in the Cloud”. For
this reason, it is not rare that our �rst Key Performance Indicator (KPI) to demonstrate the success of
the project have beenSimplicity & Productivity .

Simplicity & Productivity . The project has produced three main efforts in transparently moving
applications to the Cloud: Python, Java, and C++. The tree of them contributed to the Simplicity &
Productivity KPI by overly simplifying the deployment and execution of those applications in the
Cloud. These are:

• Python: Lithops can be sensed as the key Python toolkit that demonstrated transparency for
Python MapReduce and multiprocessing applications, such as Deep Learning (DL), Evolution
Strategies, and Proximal Policy Optimization, to name a few;

• Java:Crucial and sshell is the major toolkit to demonstrate transparency for Java applications
(e.g., serverlessExecutorService , Unbalanced Tree Search algorithm, SMILE machine learning
(ML) library); and

• C/C++: Faasm is the major toolkit based on WebAssembly (Wasm) technology to transparently
port, mostly C++ and HPC applications built upon OpenMP and OpenMPI.

We will demonstrate in this deliverable how easy is to analyze massive datasets in the Cloud with
a few lines of Python code. We also provide the results of an open questionnaire that was distributed
in the Lithops user community.

Performance in Big Data pipelines . A second important goal of this project is to test if serverless
Cloud technologies can be suitable for executing large scale Big Data pipelines. We selected three
domains involving large unstructured data: genomics(text �les such as FAST or FASTQ data types),
metabolomics(images such as imlMZ data types), and geospatialdata (images from Sentinel satellite,
cloud of points in LIDAR data type).

Accordingly, the second KPI to demonstrate this project revolves around Scalability & Elasticity
& Performance . Elasticity and auto-scaling are novel features claimed by the serverless paradigm.
Nevertheless, an important question was if storage and compute resources in the Cloud could sustain
the stringent scaling requirements of Big Data volumes.

Just to illustrate, we have benchmarked state of the art public serverless services1 [4] to verify that
Cloud object storage can provide huge aggregated bandwidth to parallel processes (around 100GB/s)
and offer thousand of cores (vCPUs) in an elastic way (1000 parallel vCPUs/s spawned in less than
100ms). We will also demonstrate in this deliverable Performance/scalabily KPIs using Big Data
pipelines in the three use cases.

Another key contribution of the CloudButton project is its data-driven approach to automatically
provision data resources based on data volumes and data types. To wit, Lithops has been enhanced to

1https://github.com/lithops-cloud/applications/tree/master/benchmarks
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automatically launch the required computing devices from a plethora of data partitioning schemes
developed in this project for the different data types. We considerably simpli�ed ETL (EXtract/-
Transform/Load) and preprocessing phases in the Cloud by implementing dynamicdata partitioning
schemes specially designed for Cloud object storage.

In this �nal deliverable, we contribute the overall vision of transparency, describe in-depth the
Lithops toolkit, and validate all KPIS using the three use cases.

Page 3 of 98
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3 Project Vision

Current practice shows that the FaaS model is well suited for many types of applications, provided
that they require a small amount of storage and memory. Indeed, this model was originally designed
to execute event-driven, stateless functions in response to user actions or changes in the storage tier
(e.g., uploading a photo to Amazon S3), which encompasses many common tasks in Cloud applica-
tions. What was unclear is whether or not this new computing model could also be useful to execute
data analytics applications.

This question was answered partially in 2017 with the appearance of two relevant research articles
[5] [1] that demonstrated that Function-as-a-Service (FaaS) could sustain massively parallel compu-
tations in the Cloud. The former presented ExCamera, providing on-the-�y video encoding over
thousands of Amazon Lambda Functions. ExCamera proved to be 60% faster and 6x cheaper than
using VM instances. Another relevant work is the “Occupy the Cloud” paper, showcasing simple
MapReduce jobs executed over Lambda Functions in their PyWren prototype. In this case, PyWren
was 17% slower than PySpark running on r3.xlarge VM instances. But the authors claimed that the
simplicity of con�guration and inherent elasticity of Lambdas justi�ed the performance penalty. In
this paper, they did not compare the costs between their lambdas and the VM experiments.

Both research works demonstrated the enormous potential of serverless data analytics. The two
major advantages are clearly the simplicity and the massive scalability and elasticity of the model.
On the one hand, the scaling, deployment, provisioning, fault-tolerance, and monitoring of functions
is delegated to the cloud provider. Furthermore, the programming simplicity of functions clearly
paves the way to a smooth Cloud transition. On the other hand, the transparent and almost in�nite
elasticity boosts the analysis of huge data volumes accessible in Cloud Object Stores.

But Serverless Computing is nowadays not adequate for many data analytics tasks due to two
fundamental problems: high cost and lack of performance compared to Cluster Computing or even
VMs running Spark. Two recent articles have outlined the major limitations of the Serverless model
in general: [6] and [7]. In the latter, they review the performance and cost of several data analytics
applications. They show that MapReduce Sort (100TB) was 1% faster than VMs, but costing 15%
higher; Linear Algebra (NumPyWren) was 3x slower than an MPI implementation in a dedicated
cluster, but only valid for large problem sizes; and Machine Learning pipelines (Cirrus) were 3x-5x
faster than VM instances, but up to 7x higher total cost.

Furthermore, existing approaches must rely on auxiliary Serverful services to circumvent the
limitations of the stateless serverless model. PyWren uses Amazon S3 for storage, coordination, and
communication, Locus uses Redis ElastiCache In-memory system, ExCamera relies on a external
rendezvous and communication service, or Cirrus relies on disaggregated in-memory servers.

In deliverable D2.1 [8], we identi�ed the hybrid applications combining Serverless and Serverful
services asServerMix , and we showed how most related work can be classi�ed under the ServerMix
umbrella term.

We also identi�ed three important tradeoffs of the Serverless model and how these tradeoffs could
be relaxed to obtain more performance:

1. Relaxing disaggregation: Using locality in memory or function placement could boost perfor-
mance. Moving from a serverless data-shipping model to bene�t from computation close to the
data could easily achieve performance improvements. But disaggregation is the fundamental
pillar of elasticity in the Cloud.

2. Relaxing isolation: Co-locating related functions (namespaces) in the same containers, and
reusing containers could also improve performance. Providing direct communication between
functions could also facilitate shared replicated memory models. Leveraging lightweight con-
tainers or even using language-level constructs would also reduce cold starts and boost inter-
function communications. But isolation is the basis for multi-tenancy and security.

3. Flexible QoS and scheduling: To ensure SLAs it could be possible to implement more sophis-
ticated scheduling algorithms that can reserve resources or entire nodes to functions, or even
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execute them in specialized hardware like GPUs. But simple location-agnostic scheduling is
the basis for reduced start times and increased cloud resource utilization.

We claimed that the so-called "limitations" of the serverless model are indeed its de�ning traits.
When applications should require aggregation (computation close to the data), relaxing isolation
(co-location, direct communication), or tunable scheduling (predictable performance, hardware ac-
celeration) a suitable solution is to build a ServerMix.

Therefore, in CloudButton project we advocate for (i) Smart Scheduling as a mechanism for pro-
viding transparent provisioning to applications while optimizing the cost-performance tuple in the
Cloud, (ii) Fine-grained State Disaggregation thanks to Serverless Mutable Consistent State services,
and (ii) Lightweight and Polyglot Serverful Isolation: novel lightweight Serverful FaaS runtimes
based on WebAssembly as universal multi-language substrate.

3.1 Serverless Analytics State of the Art

Despite the stringent constraints of the FaaS model, a number of works have managed to show
how this model can be exploited to process and transform large amounts of data [1, 9, 10], encode
videos [5], and run large-scale linear algebra computations [11], among other applications. Surpris-
ingly, and contrary to intuition, most of these serverless data analytics systems are indeed good
ServerMixexamples, as they combine both serverless and serverful components.

In general, most of these systems rely on a external, serverful provisioner component [1, 9, 10,
5, 11]. This component is in charge of calling and orchestrating serverless functions using the APIs
of the chosen cloud provider. Sometimes the provisioner is called “coordinator” (e.g., as in ExCam-
era [5]) or “scheduler” (e.g., as in Flint [10]), but its role is the same: orchestrating functions and
providing some degree of fault tolerance. But the story does not end here. Many of these systems
require additional serverful components to overcome the limitations of the FaaS model. For exam-
ple, recent works such as [12] use disaggregated in-memory systems such as ElastiCache Redis to
overcome the throughput and speed bottlenecks of slow disk-based storage services such as S3. Or
even external communication or coordination services to enable the communication among functions
through a disaggregated intermediary (e.g., ExCamera [5]).

To fully understand the different variants of ServerMix for data analytics, we will review each
of the systems one by one in what follows. Table 1 details which components are serverful and
serverless for each system.

PyWren [1] is a proof of concept that MapReduce tasks can be run as serverless functions. More
precisely, PyWren consists of a serverful function scheduler (i.e., a client Python application) that
permits to execute “map” computations as AWS Lambda functions through a simple API. The “map”
code to be run in parallel is �rst serialized and then stored in Amazon S3. Next, PyWren invokes a
common Lambda function that deserializes the “map” code and executes it on the relevant datum,
both extracted from S3. Finally, the results are placed back into S3. The scheduler actively polls S3 to
detect that all partial results have been uploaded to S3 before signaling the completion of the job.

Lithops [9] is a PyWren derived project which adapts and extends PyWren for multiple cloud
providers, such as IBM CLoud, Azure or Google Cloud. It includes a number of new features, such
as broader MapReduce support, automatic data discovery and partitioning, integration with Jupiter
notebooks, and simple function composition, among others. For function coordination, Lithops uses
RabbitMQ to avoid the unnecessary polling to the object storage service (IBM COS), thereby improv-
ing job execution times compared with PyWren.

ExCamera [5] performs digital video encoding by leveraging the parallelism of thousands of
Lambda functions. Again, ExCamera uses serverless components (AWS Lambda, Amazon S3) and
serverful ones (coordinator and rendezvous servers). In this case, apart from a coordinator/sched-
uler component that starts and coordinates functions, ExCamera also needs of a rendezvous service,
placed in an EC2 VM instance, to communicate functions amongst each other.

Stanford's gg [13] is an orchestration framework for building and executing burst-parallel appli-
cations over Cloud Functions. gg presents an intermediate representation that abstracts the compute
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Table 1: ServerMixapplications

Systems Components

Serverful Serverless

PyWren [1] Scheduler AWS Lambda, Amazon S3

PyWren-IBM-
Cloud [9]

Scheduler
IBM Cloud Functions, IBM
COS, RabbitMQ

ExCamera [5]
Coordinator and rendezvous
servers (Amazon EC2 VMs)

AWS Lambda, Amazon S3

gg [13] Coordinator
AW Lambda, Amazon S3,
Redis

Flint [10]
Scheduler (Spark context on
client machine)

AW Lambda, Amazon S3,
Amazon SQS

Numpywren [11]
Provisioner, scheduler (client
process)

AWS Lambda, Amazon S3,
Amazon SQS

Cirrus [7]
Scheduler, parameter servers
(large EC2 VM instances
with GPUs)

AWS Lambda, Amazon S3

Locus [12]
Scheduler, Redis service
(AWS ElastiCache)

AWS Lambda, Amazon S3

and storage platform, and it provides dependency management and straggler mitigation. Again, gg
relies on an external coordinator component, and an external Queue for submitting jobs (gg's thunks)
to the execution engine (functions, containers).

Flint [10] implements a serverless version of the PySpark MapReduce framework. In particular,
Flint replaces Spark executors by Lambda functions. It is similar to PyWren in two main aspects.
On one hand, it uses an external serverful scheduler for function orchestration. On the other hand,
it leverages S3 for input and output data storage. In addition, Flint uses the Amazon's SQS ser-
vice to store intermediate data and perform the necessary data shuf�ing to implement many of the
PySpark's transformations.

Numpywren [11] is a serverless system for executing large-scale dense linear algebra programs.
Once again, we observe theServerMixpattern in numpywren. As it is based in PyWren, it relies on
a external scheduler and Amazon S3 for input and ouput data storage. However, it adds an extra
serverful component in the system called provisioner. The role of the provisioner is to monitor the
length of the task queue and increase the number of Lambda functions (executors) to match the
dynamic parallelism during a job execution. The task queue is implemented using Amazon SQS.

Cirrus machine learning (ML) project [7] is another example of a hybrid system that combines
serverful components (parameter servers, scheduler) with serverless ones (AWS Lambda, Amazon
S3). As with linear algebra algorithms, ML researchers have traditionally used clusters of VM in-
stances for the different tasks in ML work�ows. Nonetheless, a �xed a cluster size can either lead
to severe underutilization or slowdown, since each stage of a work�ow can demand signi�cantly
different amounts of resources. Cirrus addresses this challenge by enabling every stage to scale to
meet its resource demands by using Lambda functions. The main problem with Cirrus is that many
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ML algorithms require state to be shared between cloud functions, for it uses VM instances to share
and store intermediate state. This necessarily converts Cirrus into another example of a ServerMix
system.

Finally, the most recent example of ServerMix is Locus [12]. Locus targets one of the main lim-
itations of the serverless stateless model: data shuf�ing and sorting. Due to the impossibility of
function-to-function communication, shuf�ing is ill-suited for serverless computing, leaving no other
choice but to implement it through an intermediary cloud service, which could be cost prohibitive to
deliver good performance. Indeed, the �rst attempt to provide an ef�cient shuf�ing operation was
realized in PyWren [1] using 30 Redis ElastiCache servers, which proved to be a very expensive solu-
tion. The major contribution of Locus was the development of a hybrid solution that considers both
cost and performance. To achieve an optimal cost-performance trade-off, Locus combined a small
number of expensive fast Redis instances with the much cheaper S3 service, achieving comparable
performance to running Apache Spark on a provisioned cluster.

We did not include SAND [14] in the list of ServerMix systems. Rather, it proposes a new FaaS
runtime. In the article, the authors of SAND present it as an alternative high-performance serverless
platform. To deliver high performance, SAND introduces two relaxations in the standard server-
less model: one in disaggregation, via a hierarchical message bus that enables function-to-function
communication, and another in isolation, through application-level sandboxing that enables packing
multiple application-related functions together into the same container. Although SAND was shown
to deliver superior performance than Apache OpenWhisk, the paper failed to evaluate how these
relaxations can affect the scalability, elasticity and security of the standard FaaS model.

Recent works also outline the need for novel serverless services providing �exible disaggregated
storage to serverless functions. This is the case of Pocket's ephemeral storage service [15], which
provides auto-scaling and pay-per-use as a service to cloud functions. Similarly, [7] proposes as a fu-
ture challenge the creation of high-performance, affordable, transparently provisioned storage. This
work discusses two types of unaddressed storage needs: Serverless Ephemeral Storageand Serverless
Durable Storage, both of which should deliver micro-second latencies, fault-tolerance, auto-scalability
and transparent provisioning for multi-tenant workloads. The paper suggests that with a shared in-
memory service, spare memory resources from one serverless application can be allocated to another.
Finally, it also elaborates on why existing cloud services such as Redis or MemCached cannot ful�ll
the aforementioned storage needs. Actually, both in-memory services can be deemed asserverfuldue
to their need for explicit provisioning and dedicated resources per tenant.

3.2 Serverless orchestration systems

An interesting alternative could be to use serverless orchestration services to coordinate and pro-
vision data analytics applications. The key question is whether these systems are actually well-
prepared to orchestrate massively parallel computations. In this sense, our recent paper [16] com-
pares three commercial serverless orchestration services along several axis: Amazon Step Functions,
Azure Durable Functions, and IBM Composer, updating a previous analysis [17]. The conclusion
of our study was that none of the platforms solve the orchestration of parallel computations with
suitable performance.

We �nd that IBM Composer is the best solution available as of today. Its idea of using serverless
functions for the orchestration logic is indeed a good decision to achieve �tting elasticity. However,
its implementation of parallel executions fails to ful�ll a reactive scheme by adding a synchronous
external connection. Furthermore, the system falls short on allowing long-running work�ows (some
steps would be billed for idle time and waste resources); a direct consequence of the orchestration
system being so tightly integrated in the FaaS infrastructure itself. We also believe that orchestration
of serverless functions requires a reactive event-based design, avoiding double billing and blocking
external invocations.

Unfortunately, as of today, the reality is that cloud applications are still inadvertently bound to the
ServerMixmodel. In fact, several cloud providers are now transitioning to hybrid models combining
serverless and serverful concepts. For instance, we have recently seen how some cloud providers
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like Microsoft offer ServerMixFaaS services such as the Azure Premium Plan for running functions
on dedicated machines while abstracting users from the provisioning phase. The Azure platform is
even allowing users to pre-warm functions to reduce their cold starts.

3.3 Serverless container services

Hybrid cloud technologies are also accelerating the combination of serverless and serverful compo-
nents. For instance, the recent deployment of Kubernetes (k8s) clusters in the big cloud vendors
can help overcome the existing application portability issues in the cloud. There exists a plenty of
hosted k8s services such asAmazon Elastic Container Service(EKS), Google Kubernetes Engine(GKE),
and Azure Kubernetes Service(AKS), which con�rm that this trend is gaining momentum. However,
none of these services can be considered 100% “serverless”. Rather, they should be viewed as a mid-
dle ground between cluster computing and serverless computing. That is, while these hosted services
of�oad operational management of k8s, they still require custom con�guration by developers. The
major similarity to serverless computing is that k8s can provide short-lived computing environments
like in the customary FaaS model.

But a very interesting recent trend is the emergence of the so-called serverless container services
such as AWS Fargate, Azure Container Instances (ACI), and Google Cloud Run (GCR). These ser-
vices reduce the complexity of managing and deploying k8s clusters in the cloud. While they offer
serverless features such as �exible automated scaling and pay-per-use billing model, these services
still require some manual con�guration of the right parameters for the containers (e.g., compute,
storage, and networking) as well as the scaling limits for a successful deployment.

These alternatives are interesting for long-running jobs such as batch data analytics, while they
offer more control over the applications thanks to the use of containers instead of functions. In any
case, they can be very suitable for stateless, scalable applications, where the services can scale-out
by easily adding or removing container instances. In this case, the user establishes a simple CPU
or memory threshold and the service is responsible for monitoring, load balancing, and instance
creation and removal. It must be noted that if the service or application is more complex (e.g., a
stateful storage component), the utility of these approaches is rather small, or they require important
user intervention.

For example, AWS Fargate offers two models: Fargate launch type and EC2 launch type. The
former is more serverless and requires less con�guration. The latter gives users more control but also
more responsibility. An analogous issue occurs with Google: Cloud Run vs. Cloud Run on GKE. The
former is automated and uses standard vCPUs, while the latter enables customers to select hardware
requirements and manage their cluster.

An important open source project related to serverless containers is CNCF's Knative. In short,
Knative is backed by big vendors such as Google, IBM and RedHat, among others, and it simpli�es
the creation of serverless containers over k8s clusters. Knative simpli�es the complexity of k8s and
Istio service mesh components, and it creates a promising substrate for both PaaS and FaaS applica-
tions. GCR is based on Knative. IBM Cloud is also offering seamless Knative integration in their k8s
services. Yet, it is hard to see how, in future terms, hosted Knative and k8s cloud services will reshape
the current FaaS landscape, since, in its present form, have important implications on the key traits
of the FaaS model such as disaggregation and scheduling.

As a �nal conclusion , we foresee that the simplicity of the serverless model will gain traction
among users, so many new offerings may emerge in the next few years, thereby blurring the borders
between both serverless and serverful models. Further, container services may become an interesting
architecture for ServerMixdeployments.
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4 Towards transparency

An aspect to consider when moving existing codebases to the serverless paradigm is that of the trans-
parency. Achieving full transparency would imply that we can compile, debug and run unmodi�ed
single-machine code over effectively unlimited compute, storage, and memory resources.

Transparency is an archetypal challenge in distributed systems that has not yet been adequately
solved. Transparency implies the concealment from the user and the application programmer of the
complexities of distributed systems. Coulouris et al. [18] de�ne eight forms of transparency: access,
location, concurrency, replication, failure, mobility, performance, and scalability.

But, despite all previous efforts, the problem is still open as seen in recent literature [1] and is,
in fact, one of the main objectives of this project: simplifying the overall life cycle and programming
model (in the application domain of big data analytics).

Waldo et al. [19] explain that the goal of merging the programming and computational models
of local and remote computing is not new. They state that around every ten years “a furious bout of
language and protocol design takes place and a new distributed computing paradigm is announced“.
They mention messages in the 70s, RPCs in the 80s, and objects in the 90s.

In every iteration, a new wave of software modernization is generated, and applications are
ported to the newest and hot paradigm. Waldo et al. claim that all these iterations may be evolution-
ary stages to unify both local and distributed computing. But they are pessimistic, and they believe
that this will not be possible because of latency, memory access, concurrency and partial failure.

That visionary paper even considers that, in the future, hardware improvements could make
the difference in latency irrelevant, and that differences between local and remote memory could be
masked. But they still claim that concurrency and partial failures preclude the uni�cation of local and
remote computing. Unlike an OS, they are telling us that a distributed system has no single point of
resource allocation, synchronization, or failure.

But, what if novel cloud technologies could make the uni�cation of local and remote paradigms
possible? Are we close to the end of the cycles of software modernization? Can we just compile to
the Serverless SuperComputer [20] imagined by Tim Wagner, inventor of AWS Lambda?

We argue in this deliverable that recent reductions in network latency [21, 22] are boosting re-
source disaggregation in the Cloud, which is the de�nitive catalyst to achieve transparency. Even if
existing Cloud services are still in the millisecond range (100ms Lambda overhead, 10ms in Kafka,
5-20ms in S3), disaggregation has already fueled the creation of serverless computing services like
Function as a Service, Cloud Object Storage, and messaging. If we can go down to µs RPCs [23, 24],
novel opportunities for transparency will emerge [25, 22].

We believe that the full transparency for serverless computing will arrive when all resources
(compute, storage, memory) can be offered in a disaggregated way with unlimited �exible scaling.
This will also require a new generation of locality-aware scalable stateful services, smartly combin-
ing disaggregation and local resources. Also, we indentify and study �ve open research challenges
required to achieve full transparency for most applications: (i) granular middleware and locality,
(ii) memory disaggregation, (iii) virtualization, (iv) elastic programming models, and (v) optimized
deployment.

4.1 DDC path to transparency

The DDC path is probably the most direct but also the most shocking for the distributed systems
community. In line with recent industrial trends on Disaggregated Data centers (DDC) [26], it im-
plies a distributed OS transparently leveraging disaggregated hardware resources like processing,
memory or storage.

A canonical example is LegoOS: A disseminated, distributed OS for hardware resource disag-
gregation [27]. LegoOS exposes a distributed set of virtual nodes (vNode) to users. Each vNode is
like a virtual machine managing its own disaggregated processing, memory and storage resources.
LegoOS achieves transparency and backwards compatibility by supporting the Linux system call
interface and Linux ABIs (Application Binary Interface), so that existing unmodi�ed Linux applica-
tions can run on top of it. Even distributed applications that run on Linux can seamlessly run on a
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LegoOS cluster by running on a set of vNodes. For example, LegoOS shows how two unmodi�ed
applications can be run in a distributed way: Phoenix (a single-node multi-threaded implementation
of MapReduce) and TensorFlow.

Another relevant work is Arrakis: The Operating System is the Control Plane [28]. Arrakis comes
from previous efforts aimed at optimizing the kernel code paths to improve data transfer and la-
tency in the OS. In Arrakis, applications have direct access to virtualized I/O devices, which allows
most I/O operations to bypass the kernel entirely without compromising process isolation. Arrakis
virtualized control plane approach allows storage solutions to be integrated with applications, even
allowing the development of higher level abstractions like persistent data structures. Even more, Ar-
rakis control plane is a �rst step towards integration with a distributed data center network resource
allocator.

If the OS can be extended with unbounded resources in a transparent way, distribution may no
longer be needed for many applications – single-node parallel programming is suf�cient. This is
completely in line with the following assessment from the COST paper [29]: “You can have a second
computer once you've shown you know how to use the �rst one“. This paper presents a critique of
the current research in distributed systems, and even suggests that “there are numerous examples of
scalable algorithms and computational models; one only needs to look back to the parallel computing
research of decades past“.

COST stands in that paper for the “Con�guration that Outperforms a Single Thread“. They
mainly compare optimized single-threaded versions of graph algorithms, with their equivalents in
distributed frameworks like Spark, Naiad, GraphX, Giraph or GraphLab. For example, Naiad has
a COST of 16 cores for executing PageRank on the twitter graph, which means that Naiad needs 16
cores to outperform a single-threaded version of the same algorithm in one machine.

An important re�ection from this paper is that the overheads of distributed frameworks (coordi-
nation, serialization) can be extremely high just in order to justify scalability. But the COST paper is
not proposing a solution to the scalability problem, since it is obvious that a single machine cannot
scale enough for many algorithms.

But, what happens if we combine the COST idea with the DDC research? This is precisely what
Gao et al.[26] validated in a simple experiment comparing a COST version with a COST-DDC one
that relies on disaggregated memory (In�niswap [30]). They demonstrate in this paper that the same
code can overcome the memory limits thanks to disaggregation and still obtain good performance
results.

DDC is openly challenging the so-called server-centric approach of development for the data
center. DDC advocates claim that the monolithic server model where the server is the unit of de-
ployment, operation, and failure is becoming obsolete. They advocate for a paradigm shift where
many existing server-centric (cluster computing) approaches must yield to a more ef�cient way of
managing resources in the Data Center.

The DDC paradigm is presenting server-centric cluster technologies as obsolete. But current ma-
ture Cloud technologies are built on top of server-centric models with commodity hardware and Eth-
ernet networks. Hardware resource disaggregation is interesting, but it still relies on server-centric
clusters for scaling. For example, LegoOS emulates disaggregated hardware components using a
cluster of commodity servers. Existing OS approaches like LegoOS have still not dealt with serious
distributed systems problems like scalability, consistency and security of the disaggregated resources
in a multi-tenant Cloud setting.

4.2 Server-centric path to Transparency

Recent proposals to achieve transparency intercept calls at the programming language level, replac-
ing local accesses with remote ones. For instance, in the context of the CloudButton project, Crucial
[31] implements a serverless scheduler (aka., executor service) for Java. This allows Java threads to
transparently run as serverless functions in the FaaS platform. Crucial also provides synchronization
primitives as well as consistent mutable data structures atop a disaggregated in-memory storage
layer. To date, the Crucial framework is limited to Java. Moreover, it does no support main memory
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scaling, nor transparent access to storage. Both have to be de�ned beforehand by the programmer
(e.g., by tuning the FaaS platform and relying on an object storage).

A second output of CloudButton is the serverless shell ( sshell ). The serverless shell is built
atop Crucial and permits to execute *NIX commands and scripts in a FaaS platform. Scripts are
oblivious of the distributed architecture, provided that data is mounted locally to each function, or
accessible remotely (e.g., via the HTTP protocol). The programmer can also use the disaggregated
in-memory computing layer of Crucial within a script. For instance, the following oneliner synchro-
nizes 100 functions on a barrier named foo : $> seq 1 1 100 | parallel -n0 sshell barrier -n foo await

-p 100. Crucial and the serverless shell are detailed in deliverable 4.3.
Another example of language-level transparency is Fiber [32]. Fiber implements an alternative

Python multiprocessing library that works over a scalable Kubernertes cluster. Fiber supports many
Python multiprocessing abstractions like Process, Pool, Queue, Pipe, and also remote memory in
Manager objects. It demonstrates transparency executing unmodi�ed Python applications from the
OpenAI Baselines machine learning project. But Fiber does not support transparent disaggregated
storage and memory, and it is limited to Python applications using that library.

The Fabric for Deep Learning (FfDL) [33] system moves existing Deep Learning frameworks like
PyTorch or TensorFlow to the Cloud on top of cluster technologies like Kubernetes. [33] transpar-
ently provides dependability thanks to checkpointing, intercepting storage �ows (�le system) using
optimized storage drivers to cloud object storage, and supporting locality with a gang scheduling
algorithm that schedules all components of a job as a group.

FfDL gives us two interesting insights from their authors about the limitations of this system in
scalability and transparency. On the one hand, the scaling was observed to be framework dependent
so they could not achieve full scaling transparency. On the other hand, they explain that “the service
was then increasingly used by data scientists who wanted as much control over their FfDL jobs as
with their local machine“. Users wanted to download datasets or Python packages from the public
Internet, interactively debug models, and stream logs to local scripts in order to monitor the progress
of jobs. Many of these requests were not possible due to security limitations and the architecture of
the system, which frustrated some of their users.

Another example of transparency in a serverless context, and also a software output of CloudBut-
ton project, is FAASM [34]. FAASM is a serverless runtime that uses WebAssembly [35] as its isolaction
mechanism. To execute functions in FAASM , they �rst need to be cross-compiled to WebAssembly
(WASM). The WASM language speci�cation allows the cross-compilation step to succeed in the pres-
ence of unde�ned symbols declared as imports [36]. The host sytem provides the implementation
for these symbols at runtime. This is the technique that WASM uses to implement a set of system
interface calls in a platform-independent way using WASI [37].

FAASM leverages this technique to provide a custom host interface for faaslets to chain functions,
and share state. In addition, FAASM provides implementations of popular parallel programming
models like OpenMP and MPI. This means that serverless applications running on F AASM can exe-
cute OpenMP or MPI applications transparently, with an unbounded parallelism, without having to
provision any resources in a truly transparent way. This effectively provides functions with trans-
parent distributed shared memory, as long as they use correctly the existing supported APIs. The
overheads introduced when providing such support are explored in deliverable 5.3.

4.3 Serverless Python multiprocessing

As we have seen in the sections above, much work has been done both in academia and industry that
seek transparency in order to provide a means for application developers to easily scale their code in
the Cloud. However, there is a lack of novel transparency approaches that make use of novel state-of-
the-art Cloud technologies, such as serverless services like Function as a Service. At the Cloudbutton
project, we believe that serverless services, like disaggregated compute (FaaS) and storage (Cloud
Object Storage), provide an opportunity for applications to transparently scale in a massive manner,
as long as we comply with access transparency.

As explained before, there are many ways towards transparency. A simple one is at the applica-
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tion level: if the parallel programming interface used by the application leverages remote disaggre-
gated resources instead of local resources, but maintain the same interface, then we could provide a
drop-in library replacement and port local-parallel applications to distributed Cloud instantly with
no prior modi�cations. This objective is ambitious since one cannot just replace local resources with
disaggregated resources and expect the same behaviour or performance, since local latencies are
much lower compared to network latencies [19].

Figure 1: Percentage of usage of the main multiprocessing abstractions of the top 100 most starred
GitHub Python repositories that use multiprocessing.

Nevertheless, not all parallel programming models require intensive access to shared memory.
On the contrary, many parallel applications just rely on communication and synchronization prim-
itives that could be ef�ciently disaggregated. In this line, the Python programming language uses
processes to achieve true parallelism. Shared state in Python multiprocessing mainly consists of mes-
sage passing (Pipes, Queues) or remote calls to other processes (Managers). To reinforce this point,
we have analyzed the top 100 most starred repositories on GitHub that use Python multiprocessing
and found out that Queues and Managers are the most used abstractions for state sharing (Figure 1).
In this aspect, the problems and limitations caused by distributed shared memories would not ap-
ply, thus transparently adapting multiprocessing Python applications to a distributed environment
is more feasible.

In line with Cloudbutton project objectives, we have conducted a performance study [38] to eval-
uate if the inherent scalability of serverless functions, together with a disaggregated and consistent
in-memory storage component, enables to transparently run unmodi�ed Python multiprocessing
applications over disaggregated serverless compute resources at scale. We compared the same ap-
plication with the same workload both in a VM (Virtual Machine) on AWS EC2 and with serverless
functions on AWS Lambda, in order to compare execution time, speedup, parallelism and to deter-
mine the possible overheads originated by moving to a distributed environment.

For this purpose, we have extended the Lithops serverless computing framework with a mod-
ule that fully implements the Python multiprocessing interface. This re-implementation leverages
serverless functions for processes and Redis database for stateful multiprocessing abstractions (shared
state, queues, locks . . . ). Python applications written with the multiprocessing library can then be
transparently ported to the Cloud by only changing the import statement. An overview of the gen-
eral architecture is depcited in Figure 2.
I Disaggregated compute resources: Computation abstractions (like Process and Pool) leverage
the Lithops serverless computing framework. Lithops acts as an abstraction layer on top of AWS
Lambda, which enables to execute local serial code over massively parallel serverless functions. A
Process is mapped to a single Lithops function worker. However, the Pool abstraction allows to
reuse functions for several consecutive operations on the Pool (like mapor apply_async). A job queue
pattern has been implemented where workers are long-lived functions that consume tasks from a
queue stored in Redis. Applying jobs onto a Pool enqueues tasks to the Redis list instead of invoking
new functions. This reduces invocation overhead and prevents stragglers.
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Figure 2: Architecture diagram.

I Disaggregated memory resources: Inter-process Communication (IPC) and synchronization ab-
stractions (like Lock and Queue) are implemented using Redis [39] as a key-value in-memory database.
A serverful component is needed to keep the shared state since serverless functions lack addressing
and direct communication. Shared objects follow a pattern in which each resource ( Queue, Pipe...)
acts as a proxy that access the unique key-value pair in Redis. Redis' different data types and op-
erations facilitate the implementation of stateful abstractions. For example, blocking operations like
Queue.get() make use of the LIST type with the blocking command BLPOP.
I Disaggregated storage resources: We have also implemented a replica of Python's built-in open
function and the os.path module which allows to transparently read and write �les and directories
stored on S3 as if it were a local �le system. This way, processes can transparently save or recover
state to/from storage. However, since object storage works with immutable data, it is not possible
to modify or expand (append) a �le as it would be done in a traditional network �le system without
having to rewrite the entire �le.

The validation result [38] demonstrates that applications which use stateful abstractions based
on message passing, such as queues or pipes, are easy to disaggregate and that the overheads in-
troduced are negligible, obtaining good performance in comparison to the same application running
in a big standalone VM. We remark that the port is done by replacing a single line of code, which
is a huge deal for scienti�c application developers that want to massively exploit the parallelism
of applications and to further reduce the execution time by increasing parallelism speedup. Access
transparency is a key to simplify the whole process of moving applications to the Cloud: legacy ap-
plications bene�t from access transparency since architecture re-engineering would not be required
anymore, and data scientists that are familiar with local-parallel programming can instantly and ef-
fortlessly scale their code in the Cloud to process bigger workloads.

The conclusion of our work states that Python's multiprocessing message-passing shared state
design is a clear facilitator towards seamlessly porting local-parallel applications over disaggregated
serverless resources in the Cloud. Other programming languages that share the same memory ad-
dress space would be much more dif�cult to transparently disaggregate at this level. Moreover,
performance is severely affected if shared memory abstractions are heavily used, since distributed
shared memory will never be as fast as local shared memory. In addition, we require programming
interfaces where compute resources (such as processes) or state resources (such as queues) are clearly
de�ned.

In conclusion, access transparency is currently possible with some caveats. However, we are
optimistic that network latencies will be reduced, and therefore overheads too, so that access trans-
parency will provide ability to program the Cloud as a parallel Super-Computer, thus hiding the
complexities of distributed systems.
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4.4 Limits of disaggregation and transparency

Current data center networks already enable disk storage disaggregation [40], where reads from local
disk are comparable (10ms) to reads from the network. In contrast, creating a thread in Linux takes
about 10 µs, still far from the 15ms/100ms (warm/cold) achieved today in FaaS settings. With that,
compute disaggregation is already feasible when job time renders these delays negligible.

Advances in datacenter networking and NVMs have reduced access to networked storage to 1
µs, however this is still an order of magnitude slower than local memory accesses which are in the
nanosecond range [22] (100ns), and local cache accesses in the 4ns-30ns range. This means that local
memory cannot be neglected, and should be smartly leveraged by memory disaggregation efforts
[41]. Existing efforts in memory disaggregation [42, 30, 43, 15] strive to play in the µs range, which
can be a limiting factor.

This is directly related to locality and af�nity requirements for many stateful applications. The
systems community is starting to acknowledge that stateful services need a different programming
model and resource management than the stateless ones [25, 6]. Stateful services have very different
requirements of coordination, consistency, scalability and fault tolerance, and they need to be ad-
dressed differently. Stateful services show the limits of disaggregation versus locality, since in some
scenarios locality still matters.

For now, locality still plays a key role in stateful distributed applications. For example: (i) where
huge data movements still are a penalty and memory-locality can be still useful to avoid data seri-
alization costs; (ii) where specialized hardware like GPUs must be used [33]; in (iii) some iterative
machine-learning algorithms [44]; in (iv) simulators, interactive agents or actors[45].

Finally, another important limitation is scaling transparency, which means that applications can
expand in scale without changes to the system structure or the application algorithms. If the local
programming model was designed to use a �xed amount of resources, there is no magic way of
transparently achieving scalability, not to mention elasticity.

Workloads that do not need elasticity, such as enterprise batch jobs or scienti�c simulations, can
use disaggregated resources the same way as local as they do not need scalability. However, for more
user driven and interactive services, such as internal enterprise web applications, simple porting of
the executables (sometimes referred as “lift-and-shift“) is rarely enough. The unchanged code is not
able to take advantage of the elasticity of disaggregated resources and it is expensive to run code that
is not used.

4.5 Challenges ahead

Let us review the major challenges to enable transparency for many applications:

• Granular middleware and locality : In line with granular computing [25, 22], we require mi-
crosecond latencies in existing middleware (compute, storage, memory, communication). In
particular, there is a need to handle extremely short instantiation and execution times and
more lightweight container technologies. We also require microsecond latencies in disaggre-
gated storage and memory, messaging and collective communication.

Granular applications are amenable to �ne-grained elastic scaling, but this will not provide
adequate performance without data locality. Locality and �ne-grained resource management
may also reduce the current cost of disaggregated resources. Locality is also needed to scale
stateful services with different requirements of coordination, concurrency, consistency, distri-
bution, scalability and fault tolerance. But existing FaaS services provide very limited locality/
af�nity mechanisms and limited networking, precluding inter-function communications. We
foresee that next-generation container technologies may enable inter-container communication
and provide af�nity services for grouping related entities (e.g. gang scheduling [33]).

• Memory disaggregation and Computational memory : Disaggregated memory is still an open
challenge and there is no available Cloud offering in this line. Many cluster technologies like
Apache Spark, Dask, or Apache Ray rely on coupled and dif�cult-to-scale in-memory storage.
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Fast disaggregated memory and storage services [42, 15] can facilitate the elasticity of many
cluster technologies [46].

An important problem here is that disaggregated memory services cannot ignore the memory
available in existing server-centric nodes in most Cloud providers. One option is to combine
both local and remote memory resources ef�ciently [41]. Another potential solution here is
the recent line on computational memory [47] and in-memory computing devices. Compute
and memory locality (similar to mammalian brain where memory and processing are deeply
interconnected) may considerably enhance computational ef�ciency.

• Virtualization Accessing disaggregated resources in a transparent manner requires a form of
lightweight, �exible virtualization that does not currently exist. This virtualization must inter-
cept computation and memory management to provide access to disaggregated resources, and
must do so with native-like performance and no input from the programmer. Current serverless
platforms use Linux containers and VMs for virtualization [48, 49], which have proven to be too
heavyweight for �ne-grained scaling, and inappropriate for stateful applications [34, 25, 6, 50].
Software-based virtualization is a more lightweight alternative that is seeing adoption in the
serverless context [51, 34], and as a replacement for Docker [52], but is not yet mature enough
to transparently support non-trivial existing applications.

Virtualization necessarily de�nes an interface between users' code and the underlying system,
but the nature of this interface in a transparent disaggregated context is unclear. Exposing a
full Linux API makes porting legacy applications easy as shown in LegoOS [27], but requires
heavy engineering and introduces historical idiosyncrasies such as fork [53]. WASI [37] aims
to provide lightweight virtualization with a subset of POSIX-like calls and a custom libc, but
can only support a small subset of existing C/C++ applications. Platform-independent run-
times such as GraalVM [54] raise the virtualization layer into the language runtime itself. This
affords �exibility in supporting a range of underlying hardware, but is restricted to a a subset
of programming languages and applications.

• Elastic programming models and developer experience: In some cases, virtualization tech-
nologies cannot solve problems like scaling transparency if the code is programmed to use a
�xed amount of resources. We then need elastic programming models for local machines that
can be used without change when running over Cloud resources. Such elastic models should
take care of providing the different transparency types (scaling, failure, replication, location, ac-
cess) and other aspects of application behavior when it is moved between local and distributed
environments. The local executable APIs may need to be expanded to include elastic program-
ming abstractions for processes, memory, and storage.

To ful�ll the vision of disaggregation and transparency it will also be critical to provide tools
for developers, enabling them to code both locally and remotely in the same manner with full
transparency. Developers will need to be able to use tools to debug, monitor, pro�le, and if
necessary access control planes to optimize their applications for cost and performance.

• Optimized deployment : Existing applications are a blackbox for the cloud, but the transition
will imply a “compile to the Cloud“ process. In this case, the Cloud will have access over
applications' life cycle and it will be able to optimize their execution performance and cost. This
means that they can perform static analysis to predict resource requirements, dependencies
and potential for hardware acceleration. Future Cloud orchestration services will explicitly
leverage data dependencies and execution requirements for improving workloads and resource
management thanks to machine learning techniques [55, 56]. This compile process will also
allow advanced debugging mechanisms for Cloud applications.

Transparency efforts for different types of applications will require customizable control planes
for applications. Such customization will be based on advanced observability and fast orches-
tration mechanisms relying on standard services and protocols. Monitoring and interception
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of the different resources (compute, storage, memory, network) should be available and even
integrated into the data center, enabling coordinated actuators at different levels. This can en-
able the creation of millions of tiny control planes [57] adapted to the different applications and
programming models.

We argue that full transparency will be possible soon in the Cloud thanks to low latency resource
disaggregation. We foresee that next generation serverless technologies may overcome the limita-
tions exposed by Waldo et al. [19] more than twenty �ve years ago. In the next years, we will be able
to develop programs without taking care of address spaces, while a modern cloud environment will
transparently and ef�ciently execute those on disaggregated resources.

The next frontier for transparency is to go beyond the boundaries of the data center, and seam-
lessly support heterogeneous resources in the Cloud Continuum (Hybrid/Edge/Federated/Cloud).
Another important challenge is to devise elastic parallel programming models for a single machine
that can transparently leverage heterogeneous resources in the Cloud Continuum.
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5 CloudButton Architecture

5.1 Overall view

The main goal of CloudButton is to simplify Big Data applications thanks to serverless computing.
Our recent vision paper entitled “Serverless End Game: Disaggregation enabling transparency”[2] is pre-
cisely explaining how the disaggregation of computing resources enabled by serverless computing
technologies is going to enable almost full transparency.

This vision has long-lasting implications for the development of applications in the Cloud. In
particular, it implies that we can move almost unmodi�ed local applications to the Cloud. When our
program uses threads and processes, CloudButton transparently runs this code in remote containers
(FaaS, Knative), when our program accesses �les and directories, CloudButton transparently resorts
to Cloud remote storage (Amazon S3, IBM COS, Ceph, etc.), and when our program interacts with
memory, CloudButton transparently accesses disaggregated memory (In�nispan, Redis).

This also means that CloudButton aims to minimize the creation of new Cloud APIs. Instead, it re-
lies on the interception of existing programming libraries for accessing remote computing resources.
The project is targeting three major software environments: Python, Java, and C++.

• Python is now a very popular language for data analysts with popular tools like Python Jupyter
Notebooks and libraries like Numpy, Pandas, or scikitlearn ;

• Java is also heavily used in MapReduce and machine learning environments such as Apache
Spark, Hadoop of SMILE ML library, among others;

• Finally, the project focuses on supporting HPC applications typically written in C/C++ and
using popular environments such as MPI and OpenMP.

As we see in Figure 3, CloudButton project presents three main pillars which correspond to the
aforementioned Python, Java, and C++ environments. In the three cases, we see how the project is
transparently decoupling the underlying disaggregated Cloud resources, namely compute, storage,
and memory.

Aside from being built on top of disaggregated resources, the three software pillars of Figure 3
share the CloudButton goal of expressing a wide range of existing data-intensive applications with
minimal changes.

In the case of Python , IBM and URV are leading efforts around Lithops and the interception of
native Python libraries like multiprocessing and concurrent.futures libraries. Porting an existing
Python multi-threaded application that uses multiprocessing can be as simple as modifying some
import statements. These efforts have demonstrated simplicity by moving very different Python ap-
plications and notebooks to the Cloud in Genomics, Metabolomics and GeoSpatial use cases. There
are also ongoing efforts to transparently support Python libraries like Scikitlearn on top of our server-
less disaggregated software stack. As we explain in WP3 and D3.2 deliverable, Lithops is a popular
open source project with an active community and already used in production inside IBM.

In the case of Java, IMT and URV are leading efforts around the Crucial Java Serverless Toolkit.
Crucial is also intercepting the standard Java Concurrency APIs, by providing a Serverless Execu-
tor that can run threads over Serverless Functions. Crucial also provides shared mutable state and
synchronisation primitives in the Concurrency API ( Barrier , AtomicLong, AtomicList ) over RedHat
In�nispan In-Memory middleware. Thanks to these APIs, we demonstrated different machine learn-
ing algorithms and applications like KMeans, Logistic Regression, and Random Forests in SMILE, a
Java ML library [58]. As we explain in WP4 and D4.2 deliverable, Crucial is an open source project
that leverages and bene�ts from Redhat In�nispan's Java open source community.

In the case of C/C++ and HPC, IMP is leading efforts around FaasM WebAssembly serverless
Toolkit. WebAssemby is a popular Intermediate Language that allows the compilation/execution of
multiple programming languages like C/C++, Javascript and many others. FaasM is intercepting
POSIX APIs in WebAssembly to execute threads in serverless containers that can also bene�t from
locality and shared memory. IMP is demonstrating that is is possible to port existing C++ HPC
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applications using MPI and OpenMP. As we explain in WP5 and D5.2 deliverable, FaasM is an open
source project that has raised the interest of the WebAssembly and serverless community.

In summary, all three pillars software outcomes are committed to the global objective of providing
simple programming models for serverless cloud infrastructures targeted to existing data-intensive
applications and implying as few changes as possible.

Figure 3: Big picture of the CloudButton architecture

5.1.1 Integration among the different components and contributions

As the project advances, we have seen an increase on the maturity and popularity of Knative and
CNCF technologies as standard serverless building blocks for Kubernetes. For this reason, we be-
lieve that Knative can be the unifying framework for all the software components created in the
context of the CloudButton project. Moreover, the adoption of Knative is a step towards serverless
standardization: it simpli�es the building of container-based, serverless applications that can deploy
and run on any cloud: public, private, and hybrid.

On the one hand, CNCF K8s is becoming a Cloud standard, with many public Cloud providers
supporting those technologies. But Knative as a serverless layer over K8s has a strong potential for
portability and standardisation. Google is now offering a multi-tenant serverlss K8s and Knative in
their Google Cloud Run service, but many others are following like IBM Code Engine, VMware/Dell,
NetApp, or Alibaba among others.

The three main pillars of the project run on top of CNCF technologies in a transparent way. For
instance, Lithops has support for running over Knative on any Kubernetes cluster [59], and Faasm is
already integrated with Knative [60].

ATOS's efforts are focused on instrumentation and SLAs of Knative clusters using K8s technolo-
gies. This means that all their work is compatible with the different software stacks built on top of it.
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Also, the testbed provided by ATOS is built around Knative tachnologies.
RHT In�nispan has actively worked in the integration of In�nispan with K8s technologies, �rst

providing a K8s operator, and then providing an auto-scaling service that can be integrated in a
Knative cluster. Redhat also improved the interoperability of In�nispan with other programming
languages. Again, all pillars can bene�t from an In�nispan in-memory service deployed in the Kna-
tive cluster and offering auto-scaling support.

Finally, an essential service for interconnecting and integrating different services is Serverless
Orchestration relying on Knative and CNCF CloudEvents standards. We refer here to WP3 D3.2
section on Serverless Orchestration, and in particular to the recent publication title "TriggerFlow:
Trigger-based Orchestration of Serverless Work�ows" [61]. In this work, we present an integrated
event-based architecture that enables the orchestration of Cloud technologies.

IBM and URV are working together in the integraton of serverless orchestration technologies
using Knative Eventing, KEDA, but also serverless orchestrators for K8s like Argo and KubeFlow. In
the end of the project, we will be able to orchestrate Big Data pipelines with stages using different
technologies like Python, Java or FaasM.

The convergence towards Knative will enable the orchestration of serverless work�ows using dif-
ferent components of the CloudButton architecture. In order to allow these work�ows orchestration,
each component will provide an invocation endpoint and termination events. Platforms like ARGO
and Trigger�ow (developed in the context of this project) will be used to put together work�ow
steps implemented with different serverless technologies and even other steps that require serverful
components.

5.2 Software Releases

In this section, we will describe the different software projects that make up the main software com-
ponents of the CloudButton Architecture. The unifying framework for all components is the server-
less cluster using CNCF K8s technologies.

• Serverless Infrastructure (OpenWhisk, Knative, Prometheus): IBM and ATOS have integrated
SLA monitoring components in Kubernetes in order to provide fault-tolerance, and QoS sup-
port to Serverless Data Analytics pipelines.

• Serverless Orchestration (Air�ow, Kube�ow, Argo): IBM and URV have created tools enabling
the orchestration of Big Data pipelines over serverless functions and containers. The tools (Trig-
gerFlow, Argo, Ait�ow plugin) provide declarative DAGs (Directed Acyclic Graphs) for the
de�nition of the pipelines. Such DAGs are leveraged by the underlying Serverless Infrastruc-
ture to optimize resource usage. For example, we have extended Apache Air�ow with new
FaaS Big Data Operators [62] and we also have adapted Argo for Big Data pipelines on server-
less containers.

• Mutable State Middleware (Crucial, In�nispan): IMT, URV, and RHAT have created a novel
disaggregated mutable middleware including consistent data structures and programming ab-
stractions for stateful Big Data analytics over In�nispan. We offer proof of concept machine
learning algorithms packaged as cloud functions that can be executed and orchestrated by
CloudButton Core in a K8s cluster. RHAT has also integrated In�nispan and this middle-
ware in the K8s stack with a K8s operator, and it provides controllers for �exible auto-scaling
of ephemeral and replicated In�nispan clusters. For an in-depth description of the mutable
state middleware see D4.2 [63]. Source code repositories:https://github.com/danielBCN/
crucial-dso / https://github.com/infinispan/infinispan .

• WebAssembly FaaS Runtime (Faasm): Imperial have created a novel lightweight and polyglot
FaaS runtime over WebAssembly technology. This middleware offers code-shipping models
where lightweight functions can be colocated and access local shared memory in an ef�cient
way. Faasm is described in detail in D5.2 [64]. Source code repository: https://github.com/
lsds/faasm .
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• Lithops toolkit multiprocessing API: a multicloud framework that enables the transparent ex-
ecution of unmodi�ed, regular Python code against disaggregated cloud resources. It pro-
vides the same API as Python's standard multiprocessing and concurrent.futures libraries.
Source code repository: https://github.com/cloudbutton/cloudbutton .

5.2.1 Multi-cloud support

Current serverless computing platforms range from the traditional Functions-as-a-Service [65, 66]
to the newest Container-as-a-Service [67, 68] services. Moreover, tens of open-source frameworks
backed by Kubernetes are available in the community [69, 70]. With such an array of options, it is
not unreasonable for a user to wonder: “ Which serverless computing service should I use?”, particularly
under the shadow of the vendor lock-in problem. Vendor-speci�c APIs and SDKs make it dif�cult
for users to move their applications from one underperforming cloud to another, simply because
switching to a better provider is deemed too costly. In this sense, the continuous evolution of server-
less APIs and features does nothing but to further aggravate this problem. In such a scenario, a
multi-cloud approach can bring the needed �exibility to leverage the best of each cloud platform and
overcome vendor lock-in, so developers can fully enjoy the bene�ts of serverless computing.

Therefore, the CloudButton toolkit adopts a multicloud-agnostic architecture, in an effort to en-
sure portability and overcome vendor lock-in problems. The CloudButton toolkit enables transpar-
ent access for users to virtually unbounded multicloud resources as nothing more than writing a
program with a familiar language.

Figure 4: CloudButton Serverless Benchmark – IBM Cloud Functions results

An interesting example of the multi-cloud support is the CloudButton Serverless Benchmark
(https://github.com/lithops-cloud/applications/tree/master/benchmarks ), a helpful tool to com-
pare serverless offerings (in terms of compute and storage) across different public cloud providers.
The benchmark evaluates compute power and scalability of cloud providers by running multiple
compute intensive tasks concurrently. It also evaluates the throughput of read and write operations
to the object storage services of different cloud providers. As of today, the benchmark supports 6
FaaS services (IBM Cloud Functions, AWS Lambda, Microsoft Azure Functions, Google Cloud Func-
tions, Google Cloud Run, and Alibaba Aliyun Function Compute) and 5 object storage services (IBM
COS, AWS S3, Microsoft Azure Blob, Google Storage, Alibaba Aliyun Object Storage Service).
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6 Metabolomics use case

In the current reporting period, we have achieved all the planned objectives.

6.1 Description of the use case

Spatial metabolomics is a �eld of omics research focused on the detection and interpretation of
metabolites, lipids, drugs, and other small molecules in the spatial context of cells, tissues, organs,
and organisms. Spatial metabolomics is a rapidly emerging �eld, fueled by the strong and ever-
growing need in biology and medicine to characterize biological phenomena in situ, as well as by
the recently revealed key roles of metabolism in health and disease. This �eld is concerned with a
variety of biomedical questions, including the tumor molecular microenvironment, functions of im-
mune cells during homeostasis and immunotherapy, interactions between host and microbiota and
their contribution to in�ammation, regulation of early development, metabolic regulation of epige-
netics, and metabolic dysregulations during infection and in�ammation. Over the past decade, this
growing interest has stimulated rapid progress in the development of enabling technologies – in par-
ticular, imaging mass spectrometry (MS) – that have achieved unprecedented sensitivity, coverage,
and robustness as they have become accessible to biologists (Figure 5).

Figure 5: An imaging mass spectrometry (MS) dataset represents a collection of spectra acquired
from a raster of pixels representing the surface of a tissue section. An ion image represents relative
intensities of the ion across all pixels. An imaging MS dataset can represent spatial localization of up
to 103 molecules.

We have developed METASPACE, a global community platform for spatial metabolomics pop-
ulated by a large community of users. The cornerstone of METASPACE is a computational engine
for metabolite annotation which searches for metabolites, lipids, and other small molecules in an
imaging MS dataset. The engine estimates the False Discovery Rate (FDR) of metabolite annota-
tions that provides quality control and – as demonstrated in other -omics – makes annotated spa-
tial metabolomes comparable between datasets, experiments, and laboratories. We created a user-
friendly web app for data submission and for interactive exploration of annotated metabolite im-
ages. By sharing their results publicly, METASPACE users cooperatively created and continuously
populate a knowledge base of spatial metabolomes.

Earlier in the Horizon2020 project METASPACE (2015-2018), was open-source cloud software
METASPACE. METASPACE integrates a high-performance cloud computing engine, a webapp for
data submission, results search, browsing, analysis, and sharing, as well as a knowledgebase of pri-
vate and public datasets and results from them. Since 2017, METASPACE became a major tool in
spatial metabolomics with over 1000 registered users from over 100 labs, with many using it every
day (Figure 6). We processed almost 20K submissions, with over 1K submissions per month lately.
Importantly, 30% of these submissions were shared publicly. This represents the largest public data
collection in spatial metabolomics (and one of the largest in metabolomics in general) and, with pro-
vided metadata, a continuously-populated knowledgebase of spatial metabolomes.

Importantly, METASPACE requires scalable computing, taking into account the growth of the
�eld (Figure 7) as well as the diversity of the datasets submitted to METASPACE in its nature and
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Figure 6: The METASPACE cloud platform ( http://metaspace2020.eu ), the geographical map of its
worldwide usage, the growing numbers of submissions and the key points characterizing the big
data aspects, its growth, community support, and scienti�c impact.

size (Figure 8).

6.2 METASPACE and the Big Data challenge

METASPACE is a big data cloud platform used by scientists from all over the globe to submit multi-
gigabyte datasets generated in various experiments by various instruments, often with a high un-
certainty in the quality or content of the data. The critical aspect in its operation is that the data is
sometimes too big to load entirely into memory. Every pixel in the spatial metabolomics image can
be considered as a data point containing thousands of molecules, with the number of pixels reaching
as high as a million. This generates huge amounts of data (sometimes larger than 1TB) that can't
be loaded entirely into memory but still needs to be sorted, chunked, annotated, and collected to-
gether. The challenges this presents are how to process data in concurrent tasks running on different
machines and how to assemble the results and represents an example of the big data analysis. Obvi-
ously, we don't have the luxury of having a super machine with unlimited memory and computing
power to load all data into memory and process it there. But even if we did, it would still be chal-
lenging to ef�ciently utilize the computing resources of this super machine since developers would
need to take care of running multiple threads, processes, etc. in coordination. The METASPACE
knowledgebase has two components: raw imaging mass spectrometry data and metabolite images
produced from the raw data by our bioinformatics engine. Each raw dataset is a multi-gigabyte hy-
perspectral image of over 1 million of channels. Metabolite images are obtained from the raw data
with the help of advanced custom bioinformatics and data-intensive computing currently powered
by the Apache Spark technology. However, even this implementation is not scalable enough to deal
with the big data of ever-growing and diverse spatial metabolomics datasets, in particular due to the
rising popularity of our platform. In addition, the results represent a fraction of percent of the raw
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Figure 7: The popularity of different technologies in the life sciences and biomedicine and their evo-
lution over time. The plot shows the numbers of PubMed-indexed publications in a given year con-
taining the keywords shown in the �gure key. We highlight three time periods, before 2009, from
2009 until 2015, and after 2015, which we discuss in the main text. The inset shows the popularity of
several technologies for metabolomics applications from 1995 until 2018.

data and are accessed either through a web-app for interactive exploration or through a GraphQL
API particularly by using Python Jupyter notebooks. However, currently most of the raw data is
left unexplored, often called as "black matter" in spatial metabolomics. The main challenge of using
Apache Spark is the need to hard-code or predict in advance the resources needed at every point in
time of processing the data. This is exactly the de�ciency that can be addressed by the serverless
processing paradigm.

6.3 METASPACE and CloudButton

Serverless paradigm is a very attractive approach to resolve challenges of METASPACE. It can al-
most instantaneously allocate large amounts computing resources and users only pay for these ac-
tually used resources. However, there is still the remaining challenge of how to effectively scale the
METASPACE engine for serverless processing of a dataset stored in the cloud object storage, how
to monitor the executions, and execute all tasks as a single “logical” job in IBM Cloud Functions. It
also a challenge how to decide on right parallelism and resources required per each annotation job.
And obviously we don't want to rewrite METASPACE from scratch to leverage serverless, rather in-
tegrate serverless into METASPACE by using push to the cloud approach. To address the challenges
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Figure 8: The diversity of the big data in METASPACE covering multiple submitting labs, datasets
from various technological platforms, and biological sourses of the data.

above, this is exactly what we addressed in the Lithops framework developed in the context of the
European Horizon2020 project CloudButton. Together with IBM Research, we have developed our
solution based on the open source Lithops framework. Lithops introduces serverless computing with
a minimal effort and brings automated scalability for massive data processing. The goal of Lithops is
to enable an easy move to serverless by providing a “push to the cloud” experience: Users can focus
on their code, while Lithops focuses on the code execution in the cloud.

6.4 METASPACE-Lithops - The �rst step to Serverless

EMBL and IBM together have developed a serverless implementation of the METASPACE. The im-
plementation was deployed over IBM Cloud and is available at our GitHub https://github.com/
metaspace2020/Lithops-METASPACEwith 288 commits as of July 2022 (Figure 11): The �gure Fig-
ure 16 shows a high-level approach of our design. Our core approach is decentralized and com-
pletely serverless, where we let the Lithops framework determine the appropriate scale of parallelism
needed to process input datasets. To achieve this, our code evaluates the input datasets and then de-
cides on the number of serverless actions required, with the aim to maximize performance and the
costs of the processing.

This approach allows us to dynamically adjust the amount of compute resources while the data
is being processed—which is in contrast to a Spark-based approach, where the amount of compute
resources is determined before starting the data processing and can't be adjusted as the processing
progresses.

Figure 12 demonstrates the key aspects of using an early implementation of the serverless version
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Figure 9: The work�ow of the serverful METASPACE (existed before this project) indicating the steps
and the numbers of invocations of every step for processing of one dataset).

Figure 10: The architecture of serverless METASPACE
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Figure 11: The GitHub repository of the Lithops version of METASPACE which is deployed in pro-
duction since March 2021.

of METASPACE, implemented in PyWren (early version of Lithops).

6.5 Experiments

EMBL has prepared three experiments representing the main computing scenarios in METASPACE.
Experiment 1, "Typical use case" , is representative of a normal use-case on METASPACE, which
makes it suitable for head-to-head comparisons. There is often limited time available on the higher-
spec PC used for initial data capture as it is a shared resource, so usually the analysis will be per-
formed from scientists' or students' lower-spec laptops. Experiment 2, "Interactive reprocessing" , is
representative of a new type of functionality that we currently don't support in METASPACE because
it's uneconomical with the serverful approach. While looking for speci�c compounds, scientists tend
to have relatively short lists of molecules of interest, and iteratively try different adducts or modi�ers
until they �nd the data they're interested in. Experiment 3, "Stress test" , aims to ensure that the lim-
its of are similar to METASPACE, this is one of the larger datasets that has been processed. For every
experiment, we have prepared the relevant datasets and databases as well as prepared the metrics to
be used for benchmarking.

6.6 Benchmarking datasets and metrics

EMBL has prepared the benchmark datasets and shared them with the partners as well as publicly
through the specially-setup repository: https://github.com/metaspace2020/Lithops-METASPACE#example-
datasets. This included datasets from six tissue sections provided by EMBL and our collaborators, as
well as 12 molecular databases which are used in METASPACE for molecular annotation. In every
experiment, molecules from a database are searched for in a dataset. The datasets and databases
were selected so that their combinations represent various scenarios: from small to typical to large to
huge computing scenarios.

The datasets sizes range from 0.05 GB to 56.7 GB (see details at https://github.com/metaspace2020/Lithops-
METASPACE/tree/master/metabolomics#dataset-con�gurations) that is representative for the highly
variable sizes of datasets processed by METASPACE.

EMBL has formulated the following metrics to be used for benchmarking:
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Figure 12: Demonstration of the key aspects of using an early version of serverless METASPACE.

• total processing time

• cloud provider costs, and �nally

• developer time

For every experiment, we decided which metrics are critical and which goals should be achieved
(Figure 13).

After performing initial evaluation benchmark, we have identi�ed 3 bottlenecks which were re-
sponsible for 80%-90% of processing time which are at the same time “embarrassingly parallelizable”
(Figure 15). Moreover, we have identi�ed 2 bottlenecks (the partitioning steps) which are responsi-
ble for most of the development pain (Figure. We also concluded while Serverless is very attractive
solution, some of the legacy code performs better when leverage large memory, which is not avail-
able for FaaS solutions. To make METASPACE most ef�cient, while enabling it to run some of the
legacy code with large memory and some code distrbute as a serverless invocation, we had come
with hybrid approach which appears to be the most effective for METASPACE.
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Figure 13: The speci�c use cases formulated for benchmarking of the serverless version of
METASPACE, the decision diagram for evaluating the improvements compared to the state-of-
the-art serverful version, as well as a screenshot from our GitHub repository where we have
prepared Jupyter notebooks for every speci�c use case https://github.com/metaspace2020/
pywren-annotation-pipeline#example-notebooks .

6.7 METASPACE-Lithops - The hybrid solution

We have designed a new architecture that would combine serverless and the use of large virtual
machines (VMs); see Figure 16.

In this unique approach, Lithops creates a powerful VM, deploy METASPACE sorting code into
this VM, perform the execution. Lithops monitors the VM, execution progress and upon comple-
tion, Lithops will persist the results into IBM Cloud Object Storage. Then Lithops will automatically
delete the VM once all results were persisted in the object storage. The next phase, Lithops will use
function as a service with parallel invocations as required, that will process dataset generated from
the previous stage. From user point of view, this is pure cloud button experience, since all happens
transparently to the user without him manually to create VMs, monitor execution, handle data trans-
fer, and so on. The hybrid implementation combining serverless and VMs is used in the production
version of METASPACE since March 2021.
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